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Basic Information

* Name: Developing a Collaborative BGP Routing Analyzing and
Diagnosing Platform

 Date: Feb.24, 2022 - Aug.23, 2023 (18 months)

* Co-Pl: lJilong Wang (CERNET, CN)

Chalermpol Charnsripinyo (ThaiREN, TH)
Simon Green (SingAREN, SG)

* Funding:
e USD150,000 (APNIC Foundation)
* USD69,660 (in-kind contribution from Tsinghua Univ., China) ot
APNIC

%ﬁ%ﬁ ﬁ?}:? FOUNDATION
"‘.“"- Tsinghua University




The Project Objectives and Achievements

Objectives Detail work Status
Build a collaborative Inviting project partners 17 NRENs and 2 universities
community for enhancing the  setting up project website Done

capacity of NRENs' network

_ Collaborative work, including regular meetings and discussions Done
operation and measurement

Platforms development and deployment See below
Establish a distributed BGP BGP Routing Information Sharing 15 partners
routing monitoring platform Looking Glass Platform Connect with 7 partners, link

and a looking glass platform in

to 4 partners
the Asia-Pacific region

Tools for operator(dashboard, routing path search, register and Done by August 2023

alarm email)
Deploy a BGP hijacking Development of prefix hijacking detection Done by August 2023
detection and mitigation Development of path hijacking detection Done by August 2023
system and analyze the ) .
. Research Paper: region resilience Done by May 2023
robustness of routing in the
Research Paper: routing hijacking detection Done by June 2023

Asia-Pacific region
Share knowledge and Training events: RPKI, MANRS, DNSSEC, BGPWatch platform Done by May 2023

experience globally Meeting presentations, paper, technical reports, manuals, etc. Nearly Done



Collaborative Community — Partnerships

* 19 Partner Organizations joined the project
(listed alphabetically)

 AARNET(AU) e LEARN(LK)

* APAN-JP(JP) * MYREN(MY)

* BAREN(BD) « NREN(NP)

« CERNET(CN)  PERN(PK)

* DOST-ASTI(PREGINET)(PH) . REANNZ(NZ)

* ERNET(IN) + SingAREN(SG)

* Gottingen University(DE) 8 ) :

« HARNET(JUCC, HK) * Surrey University(UK)

« KREONET(KR) * TransPAC(US, APAN/GNA-G Routing WG)

/ APNIC
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Collaborative Community — Partnerships

i VAN
Caarnct  APAN-Jp | BAREN 2 KREANET
) \_/ ~

AARNET APAN-JP BdREN CERNET DOST-ASTI ERNET University of HARNET ITB KREONET

MAtbhin~Aan

: ' y UNIVERSITY O} .‘,;m‘mmi'g,,,% 2
LEARN TOYREN NIREN 2. rewvz  shagfleer SHSURREY & 4 5 TPC

LEARN MYREN NREN PERN REANNZ SingaRen University ThaiREN TransPAC

of Surrey
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Collaborative Community — Governance Structure

—[ Coordination Committee ]

—[ Technical Committee J
% Project Executive Team }

[ Programmer ] [Engineering} [ Management] [ Documentation ] [ Secretariat ]

/ APNIC
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Collaborative Community — Project Teams

Coordination Committee

Technical Committee

Project Executive Team

Representatives
from all partner
organizations

Representatives
from all partner
organizations

Chinese team will
take the most
responsibilities

policy, strategy, project activity plan, monitoring  quarterly

project management and financial issues meeting/report
technical activity plan, technical discussion of monthly
project development and implementation, meeting/report

research paper/reports

project management bi-weekly meeting
* coordination of the committees and partners
service/platform program development,
* engineering collaboration
* website and documentation
* Project secretariat

/ APNIC
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Collaborative Community — Partners’ Engagement

APNIC ISIF Partner Engageme.nt Feb.24, 2022 - Aug.23, 2023

Gek-off | Bilsteral | 1seiaint |ZpaiTech| o  lond Jeine] VAR | piseey | Faper | Biltesl o o 6 ) Projsct _ The Last Joint
: : Tech — Meeting Discussion in-person Tech | Meeting BGP Loaking
Partner (24 Feb. (Mar. (10 May (20 Jun. (29 Sep. (Sep.-Dec., ; (19:0an. e o : (24 Aug.
2022) 2022) 5029) 5022) (3 Aug. 5022) (27 Sep. 2022) (13 Oct. (24 May 2023) (27 Apr. (25 May session Glass 2023)
‘ c | 2022) ’ 2022) 2022) 2023) T 2023) | 2023) ’
AARNET HES e HES S
APAN-IP ES ES YES W ES YES YES YES WES YES WES
BdREN YES YES RS YES ES VES YES YES YES YES HES ES YES VES
CERNET YES YES YES YES YES YES (ES YES WES AES HES ¥ES MES
DOST-ASTI  YES YES YES YES YES HES YES
ERNET YES YES YES HES
Gottingen Y ES ES YES Y ES
HARNET YES YES YES HES: WES WES YES WES ES YES
ITB YES YES YES YES WES YES bES YES HES
KREOMET HES MES YES HES HES ES ES ES
LEARN YES YES HES YES ES WES YES ES YES YES TiES MES ES WES
MYREN SHES HiES ES YES YES HiES YES BES HES ES
NREN WED YES HES YES YES YES bES MES
PERN WED WES YES YES ES YES WES WED ES YES VES)
REANNZ YES ES B YES YES YES YES
SingAREN §ES S ES = HES GES ES MES HES YES YES YES
Surrey WES iES YES WES WES
ThaiREN NES YES ES YES MES IES) ES NES YES YES YES YES VAES] YES ES)
TransPAC S YES WES WES
[ ]
L ]

/ APNIC
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Collaborative Community — Bilateral Meetings

| 3 Rounds of Bilateral Meetings:
The first round of online bilateral meeting, all 19 partners joined.
The second round of online bilateral meeting, 17 partners joined.

.......

The third round was physical meetings with 6 partners who joined the project meeting
in person in May in Beijing.

FOUNDATION



Collaborative Community — Committee Meetings
Technlcal Committee Meetlngs

5 Joint Committee Meetings
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The 5% is held at
APANS56 right now.
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Knowledge Sharing — RPKI Online Training

IT' ‘!"’w ﬂ' "an

l ﬁu F _ ' ! o
n u 3 E. Daguo Cheng Lata Ghongade xiachongyang FAR

Bijoy Krishna Das. Tuli Roy Yongting Chen

LISucgang

= The RPKI Online Basic Knowledge Training

Time: 05:00-07:00(GMT) February 1, 2023

= The RPKI Online Hands-on Training

0000000

Time: 05:00-07:30(GMT) February 3, 2023

RPKI Training

006000000~ d00

20000

APNIC ISIF Project Y/apnic ()

e With APNIC Support, this event was open to all besides the o
project partners, and attracted the participation of 80 engineers APNIC
and technicians from 19 countries and regions. FOUNDATION




Knowledge Sharing — RPKI & MANRS Training Events at APANS5

RPKI & MANRS Training at APANSS

13", 15, 16 March, 2023 Ll APANSS5
Kathmandu, Nepal (Draft Version 1.0) APNIC ISIF Project 1
Date: 13%, 15%, 16'™, March, 2023 FonE
Venue: Kathmandu Marriott Hotel ( Naxal, Kathmandu, Nepal) RP KI Tral ni ng at
Note: The training event will be conducted in English. APAN 5 5

March 16, 2023

13" March, 2023 (Monday) 9:00am = 10:30 am & 3:30 pm - 5:00 pimiy

 APNIC

Time (GMT+5:45) Topic Trainer
Dibva Khatiwada
FOUNDATION 900 - 10:30 (- T %
) 090050130 REET S Theory APNIC Community Trainer
10:30 - 11:00 Tea/Coffee Break
100 - 1230 RPKI- Theory Dby a Khatiwada )
RPKI- Hunds-on APNIC Commumily Truner
1230 - 13:30 Lunch Breuk Panel: RPKI - Use
Dibya Khatiwada
1330 - 15:00 RPKI- Hands-on 5 <
. APRIC Conannty Tiuins Cases & Experience
Co-organized by: 1500 - 15:30 Le/Coftee Break v
e A 5 ; ) Dibya Khatiwada 1
Isinghua University, APNIC, APAN, NREN 15.30 - 17.00 RPKI- Hunds-on sl H Shari ng
Sponsored by: s Reg Istration
h 3
APNIC ISIF Project, APNIC, Tsinghua University 15" March, 2023 (Wednesday) =
Time (CMT+5:45) Tupie Traimer/Spenker
Released Date: 19" January, 2023 Pancl: RPK1 User Cascs and Experiene
1330 - 15:00 B Jamie Gillespie
eShuring ‘
15:00 - 15:30 Tea/Coffee Break = M3
; . APNIC ISIF Projeet Progress and BdREN&Tsinghua )ﬁm
1530 - 17:00 iy S
— BGPWaich latform D University
—~
C)APNIC 'APAN NREN
16™ March, 2023 (Thursday)
Time (GMT+5:45) Topic Trainer/Speaker
09:00 - 10:30 MANRS - What, Why and How Warrick Mitchell
1530 - 17:00 ﬁmel‘ MANRS User Cases and Warrick Mitchell
[xperience Sharing

* Program
= T5thMareh (Monday) With APNIC ?upport, these events wer-e open to all
-+09:00 - 10:30 RPKI - Theory == and a collective of 169 experts and trainees from

11:00 - 12:30 RPKI - Theory & Hands-on

R O S e over 20 countries participated in these sessions.

i %42

Tsinghua University

APNIC
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Knowledge Sharing — DNSSec Training in Beijing
DNSSEC Training

APNIC ISIF Project

CERNETHR ¥ -
Date: 25 May (Thursday) iy W i e e _
Venue: Fit 1-312 DNSZ2#AZIIBRE e ﬂ PN

h - v
NSSEC Training — APNIC ISIF Proj ct

Jjres;. { BYjEl: 2023F5H25H (2HM) ! B D
Program: 09:00-10:30 B - 2 CERNETRFDNSR2BAMNSE =~

Venue: 1-312, FIT Building, Tsinghua University, Beijing , China

08:30-10:00

DNSSEC MRS B R e — HARIENRL5HE - S T .
Program S BB (U AP SRR — LR R0 Ty F
om . b [y . < e e = e " l .
i DNSSEC raining-APNIC ISIF Préject
25 May (Thursday) BFEERGES EREER CERNET DNS& 4 3% . I
DNSSEC Traini Trainer: W, Finch (APNIC Hi N S — - =
raining rainer arren Finch ( ) e % 1 F»
0830- 0900 Registration siathe P
0900- 1030 Review: Reverse DNS for IPvé DNS Security 11:10-12:00

1030- 1100 Coffee Break HTTPS BEFHREDESHASR

1100- 1230 DNSSEC Technical Overview

1230- 1400 Lunch and Campus Tour |l

1400- 1530 Lab Part 1: DNSSEC Validation DNSSEC Signing 14:00-17:30

1530-1600  Coffee Break ONSSEC IR (SMERANS)

1600- 1730 Lab Part 2: Manual DNSSEC Signing B e e s
Lab Part 3: Automatic DNSSEC Signing )

With APNIC Support, the onsite participants are
more than 60, and online above 1000.

/. FOUNDATION

Tsinghua University



Knowledge Sharing — CompTIA Certificates

* With BAREN'’s support, investigation
of CompTIA Certificates courses was
finished, and after receiving the
confirmation with APNIC Foundation,
we were allowed to use APNIC ISIF
Project funds to support our NREN
partners’ engineers to enroll the
CompTIA Certificates courses.

* Finally, 24 enrollments for the
selected courses have done with
APNIC Foundation’s help, the codes
are sent to each participant too.

EZ

Tsinghua University

No. |Organization |Name of Student Courses

1 DOST-ASTI Tommy Aydalla, Jr. Cloud+ Exam Voucher, CertMaster Learn + Labs, CertMaster Practice

2 DOST-ASTI Jhonnel Borga Network+ Exam Voucher, CertMaster Learn + Labs, CertMaster Practice
3 ThaiREN Mr. Nattanakit Cloud+ Exam Voucher, CertMaster Learn + Labs, CertMaster Practice

4 ThaiREN Mr. Wachira Chaowalit  |Security+ Exam Voucher CertMaster Learn + Labs, CertMaster Practice
5 BAREN Kamrul Hasan Shakil Security+ Exam Voucher, CertMaster Learn + Labs, CertMaster Practice
6 BAREN Md. Ariful Islam Arman  |Cloud+ Exam Voucher, CertMaster Learn + Labs, CertMaster Practice

7 ERNET Hari Krishna Atluri Security+ Exam Voucher, CertMaster Learn + Labs, CertMaster Practice
8 ERNET Yashwant Reddy R Security+ Exam Voucher, CertMaster Learn + Labs, CertMaster Practice
9 HARNET KW Pong Cloud+ Exam Voucher, CertMaster Learn + Labs, CertMaster Practice
10 |HARNET Wai-Man Cheung Cloud+ Exam Voucher, CertMaster Learn + Labs, CertMaster Practice
11 |LEARN Tuwan A. Jaleel Security+ Exam Voucher, CertMaster Learn + Labs, CertMaster Practice
12 [LEARN W.D. Dhammika Lalantha |Cloud+ Exam Voucher, CertMaster Learn + Labs, CertMaster Practice
13 |MYREN Ridzwan Mohamed Network+ Exam Voucher, CertMaster Learn + Labs, CertMaster Practice
14 |MYREN Abd Hamid Ariffin Cloud+ Exam Voucher, CertMaster Learn + Labs, CertMaster Practice
15 |NREN Mr. Nirajan Parajuli Cloud+ Exam Voucher, CertMaster Learn + Labs, CertMaster Practice
16 |NREN Ms. Binita Kushum Security+ Exam Voucher, CertMaster Learn + Labs, CertMaster Practice
17 |CERNET Linmei Zu Network+ Exam Voucher, CertMaster Learn + Labs, CertMaster Practice
18 |CERNET Zidong Pei Linux+ Exam Voucher, CertMaster Learn + Labs, CertMaster Practice
19 |CERNET Jiaxing Zhang Linux+ Exam Voucher, CertMaster Learn + Labs, CertMaster Practice
20 |CERNET Wenbing Liu Cloud+ Exam Voucher, CertMaster Learn + Labs, CertMaster Practice
21 |CERNET Zhiyan Zheng Security+ Exam Voucher CertMaster Learn + Labs, CertMaster Practice
22 |CERNET Yongting Chen Linux+ Exam Voucher, CertMaster Learn + Labs, CertMaster Practice
23 |PERN Wagas Masood Security+ Exam Voucher CertMaster Learn + Labs, CertMaster Practice
24 |PERN Fawad Raza Security+ Exam Voucher CertMaster Learn + Labs, CertMaster Practice

APNIC

FOUNDATION



Platforms and System — BGPWatch and Looking Glass

Dorsgontab BGPWatch  tore  Owrview  Arovaly  Dashowd  RoutingPai B Doowad Logn  Regisior

GMT+8 2023-0606 1527:25 - 2

Attacker country/region v Distribution map Of ViCtim and attacker £ A= Hijacked 1Pv4 Prefix &

© victiv @ Attacker (@) Hilack path

<« C & lgcgtfnet

Dlll‘aullnlall CGTF Looking Glass _uadl

Hijacked IPv6 Prefix

Router to use

BdREN Cisco Router
CERNET Guagga router
LEARN Guagga router
MYREN Cisco router
PERN Guagga router
SingAREN Juniper Router
ThaiREN Cisco Router

* ul.....l..

i

Event Count
O Pessible Hjack Pessible Subjack Onging Possible SubHjack 0~ Unging Possitle Hijack Al

Looking Glass of Partners

http://lg.kreonet2 net
http://lg.aarnet.edu.au
https://lg.myren.net.my/lg/lg.cgi
https://routerproxy.grnoc.iu.edu/transpac/

Contact: dev@dragonlab.org

Tsinghua University




Platforms and System — Two Research Papers and One Report

2023 IEEE Symposium on Computers and Communications (ISCC)

Evaluating and Improving Regional Network

Robustness from an AS TOPO Perspective Metis: DeteCting Fake AS-PATHs based on Link

Prediction

Yujia Liu™, Changging An™, Tao Yu™", Zhiyan Zheng', Zidong Pei”, Jilong Wang'!, Chalermpol Chamanpinyo’
*Instimte of Network Sciences and Cyberspace, BNRist, Tsinghua Universily, Beijing, China
INational Electronics and Computer Technology Center,
National Science and Technology Development Agency. Pathum Thani 12120, Thailand
Email: liuyujial9@tsinghua.org.cn, {acq,zhzhy,wjl} @cernetedu.cn,
{yu_tao,peizidong } @(singhua.cdu cn, chalermpol.chamsripinyo@neelee,orth

Chengwan Zhang®, Congcong Miao®, Changqing An*, Anlun Hong",
Ning Wang|, Zhiquan Wang* and Jilong Wang*
*Institute for Network Sciences and Cyberspace, Tsinghua University, China
Tnstitute for Communication Systems, University of Surrey, UK

Abstract—Currently, regional networks are subject to various
security attacks and threats, which can canse the network to
fail. This paper borrows the quantitative ranking idea from the
fields of statistics and proposes a ranking method for evaluating

cal method to evaluate the resilience of a region under attack.
We simulate failure event according to the probability of the
event to approximate the damage caused by the simulated
event in the rea s v Er-ETRISTay s

Abstract—BGP route hijacking is a critical threat to the
Internet. Existing works on path hijacking detection firstly
Lo PRI NN ) St gl

manipulate the AS-PATH (§II.A). However, existing state-of-
the-art methods (such as Fingerprints [12], Argus [3], and

regional resilience. I.arge-scale simulated failure events based on e n‘res:::l Artemis [11]) trigger a suspicious alarm whenever a new
probubilistic sampling is and a signi tester that  Teg silienc ; : : : 1k
measures the impact of events from the overall level and variance  the Kruskal-Wall jositive  1ink that has not been seen in the past period is detected.
aspect is also implemented. ‘Io improve a region’s robustness, this resilience sample whead. Since many new links are emerging every day, but only a
paper proposes a greedy algorithm to vptimize the resilicoce of o, 50406 fovel, an diction few of them are abnormal, these methods tend to generate
regions by adding key links among AS. This paper selects the h 1 I . .. . ©tchin s P 1 = L
AS topology of 50 countries/regions for research and ranking, NG regional resili AnalySIS Of Suspected HIJ acklng Events Of lﬂterﬂet 5 '2  numerous false alarms or encounter unnecessary data plane
cvaluating the topology robusiness from connectivily, user, und  ANd get several ty ere IS verhead for verifying normal unseen links.
damain influence perspectives, clustering the results and get typi- QOptimize the 1 vork to
cal region types, and adding optimal links to improve the network  key weak compos “ Y end of To address this problem, we propose a method that
vestience, Experimental resls Sstrat 1t the Seslence o {romure for 1o Routing Prefixes in 2022 mocale yses link prediction 10 evaluats the authenticity of anscen
regional metwarks can he greatly improved hy establishing a | moand s ; ;
few connections, which demonstrales the effectiveness of  PAsed on greedy er our lInks, thereby filtering out normal unseen links. Specifically,
the o] ethod. ! ) » he added for fit) lh;_-arl the Internet can be modeled as an AS-level network (AS
Index Terms—Autanomous System (AS), network resilience,  topology are rend topology) that continuously evolves, with links added or
network measurement for the houndary = i
ot g 1 OVCRVIEW ,» Link removed every day. Intuitively, links of AS topology are not
generated randomly because many factors (such as country,
The Internet is a distributed autonomous network, which is currently composed of oo ’ oo
nearly 80,000 Autonomous Systems (AS). The BGP protocol is used to exchange
routing information between domains to ensure the connectivity between ASes. BGP
protocol is an ancient protocol that has been used for more than 25 years, but there is a
security defect that has not been resolved, that is, the BGP protocol lacks a route
authenticity verification mechanism. Any false routing information forged by an AS
will be unconditionally accepted by other ASes. Therefore, the current BGP routing
system is a trust-based system, and its normal and stable operation depends on the
authenticity and reliability of the routing information exchanged between each AS.
BGP hijacking is a traffic hijacking attack that takes advantage of the security flaw .
of BGP. BGP hijacking attackers can hijack traffic by announcing false routes to the e o
routing system. The occurrence of BGP hijacking can be divided into two situations:
misconfiguration and malicious attack. APN I ‘
.
g W%
rf }; T The Pakistan Telecom hijacking of YouTube in 2008 is a well-known prefix FOUNDATION
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Knowledge Sharing — Platform Demonstration

https:.//www.cgtf.net/wp-content/uploads/2023/07/BGP-Watch-Video-V4.mp4

(s & cgtf.net/wp-content/uploads/2023/07/BCP-Watch-Video- V4. mpd S = Y = 0O o H

|D DragonLab BGPWatch

DEVELOPING A COLLABORATIVE BGP ROUTING

ANALYSIS AND DIAGNOSTIC PLATFORM

www.bgpwatch.net

BAREN team worked with Tsinghua team for writing the user
manual and making video demonstration.

.

%%
(EZE;
Tsinghua University

qu Uq

ﬂ!
QO “u

@

g
|Dllranlnlall BGPWatch 1

USER MANUAL

DOCUMENT

www.bgpwatch.net

APNIC
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Deliverables and Dissemination — Project Website

bgper.net/index php/document/ aQ |17 ¥

-
@

Mecting Matcrials
« Meeting Materials [APNIC Project] 5th Technical Committee Report
* Other Presentations [APNIC Project] Third Coerdinatian Committse Report

« Technical Documents [APNIC Proje

Second Coordination Committas Raport
[APNIC Project] Fourth Technical Committee Report
[APNIC Project] Third Technical Committee Report

baper net aQ 12 % L+ 09 : )

[APNIC Project] Second Tochnical Committoa Report

[APNIC Project] First Coordination Committse Report
About k. Documents Contact

[APNIC Project] First Technical Committee Report

Other Presentations
APNIC ISIF Presentation at APANS3

APNIC ISIF Presentation at APANS4

Iechnical Documents
CGTF BGP RIS Platiorm Manual

CGTF Looking Glass Platform Manual

Analysls of Suspacted Hijacking Events In 2022 202
BG I watCh 1 User Manual for BGPWalch 5

User Manual for BGPWatch(Video)

g AS-specific route stali
and helping operators effectively monitor
their AS

APNIC

FOUNDATION




Deliverables and Dissemination — Presentations

APNIC ISIF FUNDING PROJECT

Developing a Collaborative BGP Routing
Analyzing and Diagnosing Platform

Tsinghua University
China Education and Research Network (CERNET)

Mar.10, 2022

Changaging An
s ¥ aenic

(APNIC ISIF Project Update)

Developing a Collaborative BGP Routing
Analyzing and Diagnosing Platform

APAN 54
25 August 2022

it s ) APNIC

APANSS5

@ /1615

The application for an on-site booth
was approved by IGF2023 last week.
(8-12 Oct., 2023, in Kyoto, Japan)

/ APNIC
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Budget and Expense - Consolidated

Consolidated Budget

ISIF Asia Impact Applicant’s in-kind Expenditure of ISIF Remarks .
Grant contribution Asia Impact Grant Acknowledgement.
AARNET,
Training session (one-day 46,680 44,097.48 The costs associated with engagement conducted APAN JP
offline) / backup plan by the project team internationally (including ’
travel) REAN NZ,
Professional development 72,000 73,273.05 The costs associated with training and professional
and collaborative work development for the staff project team And TransPAC
Support Services Fees 31,320 32,629.50 This cost is related to hosting, translation, office (APAN R()_Utlng WG)
supplies, tax, adminitration fee, website, and so fuIIy contributed to
forth. . .
the project without
Human Resources of 41,700 The cost of project management work conducted USi ng a ny |S| F fU nds.
Project Coordination by the project coordination team members in
Committee/technical China will be covered by Chinese funding
support/Secretariat resources, including 'Joint IPv6 Project’. KREONET and
The regular participation 10,800 The 12 international partner organizations listed in S|ngAREN
of the 12 international ‘Joint IPv6 Project’ could get half financial support b d h
partner organization ( from 'Joint IPv6 Project’ funding for their regular contriputed to the
listed in "Joint IPv6 Project”) participation in ISIF proposal activities. project by using
The service fee of cloud 9,000 This cloud server will be used for this ISIF grant pa rtial project funds.
server proposal for 18 months, the service fee is around
9,000USD (500USD/month x 18 months).
The travel expenses of 8,160 This will be covered by 'Joint IPv6 Project’. o:- i
one-day offline event for 4 .
Chinese team members APN IC
otal 150,000 69,660 '\ FOUNDATION

150,000



Budget and Expense - Training

Training Session / Backup Plan

One-day Offline Training Session at APAN meeting (38,680 USD)

Description Unit # of units  Unit rate(in USD) Budgeted(in USD) Spent(in USD) Remarks
APAN registration fee per person 17 400 6,800 36,180.59  This proposal is planned to organize one-day offline
International travel(airfare}  per person 17 1,000 17,000 tralnlng_ 5e55|qn_at APANSA el APANSS ARCHOW half-
day online training sessions. Regarding one-day offline
Diem(meals, hotels, local = per person per 4 daysand 17 160 10,880 training session (38,680 USD), it is planned to cover the
transportation) day persons costs of NOC engineers from developing

countries/economies, including APAN registration fee,

travel and diem for 4-day APAN meeting (3 nights) to

encourage the communication with APAN and APNIC

community. The total number of unit is 17 including 15

Four Half-day Online Training Session (8,000 USD) PHEN BACRraipmeR s (OIS teseoping
countries/economies(as some have more than one
NREN), and two expertises. It is planned to cover the

Expertise half-day session 4 2,000 8,000 0 working hour costs fo two expertise as well. If the
COVID-19 pandemic situation would get worse. a back-
up plan is also prepared as below.

Expertise half- day sesion 2 2,000 4,000

The Training for CompTIA Certification

CompTIA Certification 0 7,916.89

Sub-total 46,680 44,097.48

%24 / APNIC

FOUNDATION

singhua University



Budget and Expense — Community Engagement

Professional development for the staff project team

Description Unit #of units Unit rate(in USD) Budgeted(in USD) Spent(in USD) Remarks

Regular participation of  per month, per 9 1800 16,200 60,128.35 It's expected that 9 NREN partner organizations in Asia

periodically activities of  organization Pacific region which are not involved in Joint IPv6 Projects’. In

professional development some countries/economies, there are more than one NREN

for platform deployment, organizations. The estimated working time in the whole

testing and sharing project is one month each organization, and the average
monthly cost is 1,800USD.

per month, per 12 900 10,800 This is the half-cost of 12 international partner organizations
organization involved in 'Joint IPv6 Project’ which could cover the other

half- costs of their regular participation in all activities of this
ISIF proposal .

Expertise participation of per month, per 10 3,000 30,000 It's planned that the expertise work from partner

monthly activities of expertise organizations will be invited, and the total estimated working

professional development hours in the whole project is 10 months, the average monthly

for platform cost is 3,000USD.

development, sharing

and training

Collaborative per month, per 6 2,500 15,000 13,144.70 This includes analizing data, writing, editing, proof-reading,

documentation work of  person etc. The estimaged working hours in this whole project is 6

papers, reports, etc., months and the average monthly cost is 2,500USD.

Sub-total 72,000 73,273.05
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Budget and Expense — Other Support Services

Support Services Fees

Description Budgeted(in USD) Spent(in USD) Remarks

Tax 3.36% 5,040 4,777.03 The funding will go to Tsinghua University's bank account in China
and be managed by Tsinghua University. There will occur the tax

Administration fee by 5% 7,500 7,311.01  ..4 administration fee.

Tsinghua University

Domain Name fee 1,000 8,037.23 This is the DNS fee for a domain name of the platforms this project
will establish.

Technical service(Project 6,000 This is the related expenses of technical support of establishing and

website design, maintaining a project website for technical platforms and

development and information sharing.

maintenance)

English translation & 10,000 10,570.24 These include manual/instructions, website, news, poster, case
marketing activities in study, etc.
partner organizations

Others (meeting 1,780 1,934.00
toolsetc.)
Sub-total 31,320 32,629.51
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The Extension Project

Name: An Extension of the Ongoing Project ‘Developing a Collaborative BGP Routing Analyzing and
Diagnosing Platform’

Duration: 18 months

Funds: 85000USD

Objectives(draft):

to continue enhancing the capacity of NRENs' network operation and measurement, community
engagement and reaching out for international collaborations. The main works are proposed as the
draft as follows:

1) Technical work:

- Develop an integrated Looking Glass platform, which can leverage many Looking Glasses and return
data to users, and use Looking Glass to further check routing hijacking at the data plan, and

to improve detection accuracy.

- Develop path hijacking detection and routing leak detection, continue to maintain and fix bugs in the
BGPWatch platform.

2) Others works:

- Continue community development and engagement, international collaboration and knowledg.e
sharing P
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