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Currently, regional networks are subject to various security attacks and threats, 

which will cause the network to fail. 

This paper borrows the quantitative ranking idea from the fields of statistics and 

proposes a ranking method for evaluating regional resilience.

Large-scale simulated failure events based on probabilistic sampling is performed, 

and a significance tester that  measures the impact of events from the overall level 

and variance aspect is also implemented. 

To improve a region’s robustness, this paper proposes a greedy algorithm to 

optimize the resilience of regions by adding key links among AS. 

Abstract



This paper selects the AS topology of 50 countries/regions for research and ranking,

evaluating the topology robustness from connectivity, user, and domain influence perspective,

clustering  the  results and get typical region types, and  adding  optimal links to improve the 

network resilience. 

Experimental results illustrate  that the resilience of regional networks can be greatly 

improved by establishing a few new connections, which demonstrates the effectiveness of the 

optimization method.

Abstract
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AS Survivability

AS3

AS1

AS4

AS2

AS5

AS6 AS7 AS8 AS9

When AS4 fail, the 

survivability of AS 1 is 10/11

X

X

AS3

AS1

AS4

AS2

AS5

AS6 AS8 AS9

X

AS7

10 11
10 11

When AS4 fail, the 

survivability of AS 1 is 6/11



• From a connectivity perspective.
Each AS has the same weight

• From the perspective of user influence. 
ri is the user proportion of ASi. We use the proportion of users of every 
AS in the whole region as the weight. 

• From the perspective of domain name influence. 
ri is the domain importance measure of ASi. 

[12] APNIC. (2020) Visible asns: Customer populations (est.). [Online]. Available: 
https://stats.labs.apnic.net/aspop/.
[13] J. Naab, P. Sattler, J. Jelten, O. Gasser, and G. Carle, “Prefix top lists: Gaining insights with prefixes 
from domain-based top lists on dns deployment,” in Proceedings of the Internet Measurement 
Conference, 2019, pp.351–357.
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Region Survivability

• First, select a set of significant 
ASes and calculate the 
survivability sampling for each 
AS.

• Second, sample from each AS 
samples by routing influence.

• Finally, for the sampled data of 
each region, Kruskal-Wallis test 
[21] and Levene’s test [26] on 
the resilience samples to rank 
them at the overall level and 
the variance level.
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Factors considered include cost, and 

Utility

Cost: distance, possible commercial 

relations 



Evaluation

• Data Set: ASRank, Problink, Toposcope, hToposcope (Toposcope+ inferred 

hidden connections.)

• Weight: Basic/Connectivity, User, Domain

• 50 Regions

• 2 Aspects: Overall, Variance



Evaluation

• Data Set: ASRank, Problink, 

Toposcope, hToposcope. Since 

Toposcope also published

the inferred hidden connections, 

we combine these hidden

connections and Toposcope

data and label the data as 

hToposcope.

• Weight: Connectivity, User, 

Domain

• 50 regions

• 2 perspect:Overall, Variance
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Optimization Result



Future Work

• Sample Bias: test with different sample rate

• Infrastructure: Fiber, IXP

• Key node/link

• Expand, submit to journal
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