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Objectives Detail work Status

Build a collaborative community for 

enhancing the capacity of NRENs' 

network operation and measurement

Setting up project website Finished in May

Collaborative Work See the next slides

Platform development and deployment See below

Establish a distributed BGP routing 
monitoring platform and a looking 
glass platform in the Asia-Pacific 
region

BGP Routing Information Sharing 13 partners

Looking Glass Platform 6 partners

Tools for operator(dashboard, routing path 
search, register and alarm email)

Partially done, still need improvement

Deploy a BGP hijacking detection 

and mitigation system and analyze 

the robustness of routing in the Asia-

Pacific region

Development of prefix hijacking detection Partially done, still need improvement

Development of path hijacking detection Oct – next June

Research Paper: region resilience The draft will be discussed in Oct

Research Paper: routing hijacking detection The draft will be discussed in Nov/Dec

Share knowledge and experience 

globally

RPKI, MANRS, BGPSEC, etc.(tbd) Nov/Dec, next Apr/May

paper, technical document Keep updating

Progress and Plan



CGTF-RIS: Route Information Sharing
⚫ Collecting server：Use routing FRR[2] to simulate a real BGP router

⚫Border routers: Connect with the collecting server by BGP peering

⚫ Feature: Lively Advertise Routing Announcements 

Internal router

Border router

Collecting server

AS2 AS3
BGP

AS1

Collecting server

Border router

Internal router

Periodically export BGP routing 

information in MRT format
database

Download and use the bgpdump[3] tool 

to parse the metadata via HTTP

Users

Lively Advertise Routing Announcements through Web Socket 
(withdrawal/announcement)



BGP Route Information Sharing

We have established BGP session with 13 partners.

Data can be accessed at https://bgp.cgtf.net

Configuration manual can be accessed at

https://www.bgper.net/index.php/document/

No. Partner No. Partner

1 APAN-JP 8 MYREN

2 BDREN 9 PERN

3 CERNET 10 REANNZ

4 HARNET 11 SINGAREN

5 ITB 12 ThaiSARN

6 KREONET 13 TransPAC

7 LEARN

https://bgp.cgtf.net/
https://www.bgper.net/index.php/document/


• https://lg.cgtf.net

• Open Source:

• https://github.com/gmazoyer/
looking-glass

• 6 Education & Research 
network joined

• 5 commands

• Query speed limit for 
security

• More partners is welcomed

CGTF Looking Glass

We’ll focus on this work in Oct to Dec

https://lg.cgtf.net/


• 截屏2022-07-31 下午7.17.42

• 截屏2022-07-31 下午7.18.17

Tools for operator –Dashboard

https://bgpwatch.cgtf.net

https://bgpwatch.cgtf.net/


Tools for operator – IPv4 Key Peers 
Information



Tools for operator – IPv6 Peers

https://bgpwatch.cgtf.net



Tools for operator – Routing Path Search

Return paths of  all sub networks and super networks of the input prefix.

Group Prefixes with the same routing path .



Tools for operator – Register and Subscribe AS



Tools for operator – Send Alarm Email to Subscriber



• https://bgpwatch.cgtf.net

• Knowledge-based real-tIme BGP hIjacking Detection System

• Public BGP event reporting servcie

• Based on MOAS(subMOAS) 

• Exclude legal MOAS by using domain knowledge and rules（ROA，IRR，AS relationship etc)

BGP Routing Hijacking Detection

https://bgpwatch.cgtf.net/


Research Paper

Welcome partners to join in this work



Future Work

• Improve prefix hijacking detection algorithm

• Improve dashboard function

• Develop path hijacking detection function

• Continue on the research topic

• Knowledge sharing

• Documents



• Help partners connect with our looking glass platform

• Improve operator tools

• Discuss research paper

Next Month Plan



Todo List

Task Detail Todo

BGP Routing 
Information 
Sharing

Just 4 few partners have not peered with 
the BGP platform

Continue 

Looking Glass 
Platform 

Document info (How to implement, what 
partners need to do)

Executive Team :send manual to partners, 
discuss with each partner, and implement 
the connection.
Partners: setup connection.Implement the connection (meeting, email, 

slack)

Paper 
Discussion

Executive Team : Prepare and invite 
partners



• ??

Comments/Suggestions



Thanks!
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